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Higher Education Students

Background of the team:
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Researchers Professionals

Primary School Students Secondary School Students

of mixed teams) Others (please specify)

All individuals who are at heightened risk of cyberattacks.

Solution description

What is the final product/service/tool/activity you're proposing? What are its
main elements, technologies and objectives? Could you please include a brief
implementation plan with some key overall milestones, resources required and
eventual barriers foreseen?
How could your solution be used to enhance digital education nowadays? How
could its success be measured?

SafeShield is an engaging cyber-safety training platform, incorporating

realistic cyber-attack simulations, an Al safety assistant, and automated
error analysis. It employs virtual-desktop environments and expert-curated
threat scenarios that are updated daily to instruct safe online practices
through hands-on experience rather than theoretical knowledge.

Our implementation strategy consists of: developing the simulation
engine, integrating the Al tutor, assembling a scenario library with
cybersecurity professionals, and conducting pilot tests with senior groups.
Essential resources include: developers, security experts, and cloud
hosting services. The primary challenges are: low digital literacy levels anc
the necessity for ongoing threat updates.

SafeShield enhances digital education by making cybersecurity
comprehensible, practical, and accessible for older adults, enabling them
to navigate contemporary digital landscapes safely.

Context

What is the current or future problem you're trying to solve? How does your

solution align with DigiEduHack 2025 annual theme?

How does your solution confront the challenge posed by the hackathon

organiser and how does it address the challenge category?
SafeShield tackles the growing problem of cyberattacks and the shortage of
practical digital safety education. Through realistic cyber-attack simulations, an
Al safety tutor, and hands-on virtual desktop training, it directly supports the
DigiEduHack 2025 theme of reimagining education for the digital age. Our
solution helps users build essential digital literacy and cybersecurity skills,
which aligns perfectly with the hackathon's goal of transforming learning
through emerging technologies.

SafeShield addresses the organizer's challenge by making cybersecurity
education accessible, experiential, and genuinely empowering. It fits naturally

Target group

Who is/are the target group/s of your solution and how will they benefit from it?
Why is your solution relevant to them? how do you plan to engage these groups
so you fully meet their specific needs?

Our target group is people who lack the

knowledge and skills to protect themselves from
cyber-attacks. They benefit from SafeShield
because it teaches online safety through simple,
realistic simulations and easy explanations rather
than technical language. The solution is relevant to
them because this group is the most frequently
targeted and the least prepared. We plan to
engage them through user-friendly design,
step-by-step guidance, partnerships with trusted

How will your solution catalyse changes in education and what impacts will it
have at social and environmental level? Could you provide examples or scenarios
illustrating how such changes and impacts might unfold?

SafeShield will help strengthen digital education by creating a safer,

more welcoming online space for older adults. When they feel
protected, they're more likely to explore digital courses, use health
platforms, and access essential services without fear. On a social
level, it gives a vulnerable group the confidence to stay connected
with loved ones, keep up with information, and maintain their
independence - helping to close the digital gap between generations.
From an environmental perspective, when more seniors can safely
use digital systems, there's less need for paper documents and
in-person trips to banks, government offices, or service centers.

For example, imagine a senior who used to avoid online banking or
e-learning because they were worried about falling for scams. With
SafeShield, they can now safely take digital classes, manage their

Describe it in a tweet

How would you describe your solution in a short catchy way with maximum 280
characters?

Our SafeShield platform helps vulnerable users who want to
stay safe online by practicing with realistic cyber-attack
simulations and learning through an Al safety tutor, reducing
digital mistakes and increasing confidence — unlike traditional
theoretical cybersecurity courses.

Innovativeness

What makes your solution different and original? Are there similar solutions or
approaches currently available or implemented by education sector practitioners?
If so, why and to what extent is your solution better?
While platforms like Cyber-Seniors, ElderGuard Cyber, and GranGuard offer
cybersecurity education for older adults, SafeShield takes a hands-on approach.
Instead of just videos or articles, we let users practice with real-world scam
simulations in a safe space, get Al-guided help, and receive personalized feedback all
in one place.
The key difference is that SafeShield doesn't just talk about threats; it lets people
experience and learn from them. We update scenarios daily to reflect actual online
dangers, and everything is designed specifically for the 60+ age group. It's practical,

Transferability

Can your solution partly or fully be used in other education/learning contexts or
disciplines? Could you provide any example?

SafeShield isn't just for seniors, it can easily work in other
settings as well. For instance, schools teaching students how to
spot phishing emails or stay safe on social media, or companies
training their staff to avoid ransomware attacks. The same
hands-on simulations and Al guidance we use for older adults
can help anyone learn to protect themselves online, whether

Sustainability

Once you have a prototype, what are your plans for a further development,

implementation upscale and replication of the solution? How do you see it

working in the mid- and long term?
Once the SafeShield prototype is complete, we plan to expand by adding more
cyberattack scenarios, improving the Al assistant, and building in analytics to personalize
each user's learning experience. In the mid-term, our goal is to scale across multiple
educational institutions and community centers, while keeping our threat database and
content regularly updated.

Looking further ahead, SafeShield has the potential to be adapted for corporate training
programs, extended to other age groups, and introduced to international markets. We

Team work

Present the members of your team.

Why are you the perfect team to develop this work and what are the

competencies you all bring in so the solution is developed successfully? What is

your expertise within the thematic field concerned? Are you planning to continue

working as a team in the future? If so, why?
Our team consists of two dedicated students—Ana Tevzadze and Tekla Tevzadze. Ana brings
expertise in cybersecurity, programming, and simulation development, backed by hands-on
experience from multiple hackathons, Al-based projects, and work with digital safety tools. She
serves as the technical lead for SafeShield. Tekla contributes her strengths in business
strategy, user experience, and design, ensuring the platform remains accessible, intuitive, and
visually clear—especially for users who may be less comfortable with technology.

Together, we balance technical capability with human-centered design, which makes us
well-suited to build a practical and user-friendly cybersecurity platform. We're both committed tc
continuing this partnership because our complementary skills—Ana's technical depth and
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Together, we balance technical capability with human-centered design, which makes us well-suited to build a practical and user-friendly cybersecurity platform. We're both committed to continuing this partnership because our complementary skills—Ana's technical depth and Tekla's design-focused approach—allow us to translate complex cybersecurity concepts into simple, engaging tools that genuinely help people stay safe online.


