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Solution description Target group

Please describe your solution, its main elements and objectives as
well as a brief implementation plan with some key overall
milestones, resources required and eventual barriers foreseen. What
is your final product/service/tool/activity? How could the solution be
used to enhance digital education in the your challenge area? How
could the successof the solution be measured? How will the solution
provide benefits to the challenge owner?

Our plan is to make application/game that would be funny
and interesting but also educational.

Game simulates hacking and exciting scenes of cyber
attack but in safe environment where all the risks are just
part of the game.

User through questions tries to return his/her hacked
profile, based on their success in answering.

Questions would be connected with artificial intelligence
and Internet dangers through interesting examples.

For instance, user must recognize which picture or video
isn't Al generated, which password isn't really the best,
combinatorics tasks related to codes at some advanced
levels, puzzels, riddles, pop messages that test their
carefulness, compose valid IP address from the given
parts... It's important to mention many more task types
can be implemented into app.

Furthermore, aame can have more levels with different

What is the problem you are facing?
What is the challenge that you are solving?

We all know that nowadays there is a big danger of
internet thefts and frauds and with the development of Al
the spectrum of problem is even more extended.

These problems can't be eradicated, but it's crucial for
everyone to be aware of their existence and then know
how to use Internet safetly. As individuals, we may not
influence others and their malicious intentions, but we
can protect ourselves and our loved ones. It might be
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Describe it in a tweet

Describe your solution in a short catchy way in maximum 280
characters

Embark on a cyber journey with SECURE4YOQU!
Our free and fun app, suitable for all ages, simulates
exciting cyber-attacks, enhancing digital defense skills

Team name: SECURE4YOU
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Who is the target group for your solution?
Who will this solution affect and how?
How will they benefit?

Target group would be pupils and students ( especially in
primary schools ), beacuse this game can be easily
included into lessons and then become their hobby in
free time.

Furthermore, this solution can affect some older people
whose knowledge isn't very good.

They can benefit because they will get very usefull
knowledge that can help them protect their most delicate
information and save them from all Internet dangers in an
interesting and fun way.

Students can also develop their interest for this area and
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Innovativeness

What makes your solution different and original?
Can anything similar be found on themarket? How innovative is it?

There are some similiar applications/solutions available
but none of them combines learning while having fun.
For example:

Metasploit, WebGoat, Hackbar - some tools for help but
there's no fun or learning.

Transferability

Can your solution be used in other contexts?
What parts of it can be applied to other context?

Our project already covers a wide range of problems
(safety on the Internet, Al generated images/videos
recognization etc. )

Solution affects large group of people (pupils,students..)
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What is the impact of your solution? How do you measure
it?

This solution helps better understanding of cybersecurity
concepts. It also increases awareness of Internet
security, helps the spread of current Al topics and it is
very possible to include it in schools systems and among
less educated population.

We wolud measure it by user engagement, user
retention, community growth, feedback, reviews and
monetization metrics. We would also track the
progression of users through different levels and
monitoring how well users grasp and apply cybersecurity
concepts which demonstrates the educational impact of
the app.

Sustainability

What is your plan for the implementation of the solution and how
do you see it in the mid- and long term?

First step would be to include it in schools during some
lessons but it colud also be possible to extend it even
more through resurses we potentionally get.

We could create application alone but we sholud have

Team work

Explain why you are the perfect team to develop this work and what
are the competencies you all bring in so the solution is developed
successfully. How well did you work as a team?

Could you continue to work as a team in the future?

Our team would be perfect to develop this work because
we exactly know what we want and how we imagined our
idea.

We cooperated well and everyone had their obligation
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	fill_3: Our plan is to make application/game that would be funny and interesting but also educational.
Game simulates hacking  and exciting scenes of cyber attack but in safe environment where all the risks are just part of the game.
User through questions tries to return his/her hacked profile, based on their success in answering.
Questions would be connected with artificial intelligence and Internet dangers through interesting examples.
For instance, user must recognize which picture or video isn't AI generated, which password isn't really the best, combinatorics tasks related to codes at some advanced levels, puzzels, riddles, pop messages that test their carefulness, compose valid IP address from the given parts... It's important to mention many more task types can be implemented into app.
Furthermore, game can have more levels with different stories and harder questions(more choices,harder examples...). Levels are focused on basic skills of regulation user's own protection of privacy on Internet. Each level becomes progressively more difficult, with around 20 questions per level. The transition to the next level is enabled for the user when the current's level completion rate exceeds 75%. If the completion rate is lower, the user returns to the beggining of the current level, facing analogous but not identical questions generated using artificial intelligence ( based on the previous 20 questions made up by our team, program made by AI would assign similar questions but with changed images,numbers... ).
It's important to emphasize the universality and the potential for wide usage of the application due to it's interface with the option to choose the desired language and various features that would enable the use of our application by a larger number of people(such as image enlargement for visually impaired individuals).

Application can be easily made with right knowledge of deep learning and AI.

It can also be easily included in school systems and wide spreaded using marketing tactics.

The success of solution can be seen by how many users use application, but also in the long run, how awareness among students about given topics is raised.

We would explore monetization strategies such as in-app purchases, premium content partnerships, turning the app into sustainable venture.
Nevertheless, app  aligns our goal of promoting awareness and knowledge in the field of cybersecurity.
	fill_4: Target group would be pupils and students ( especially in primary schools ), beacuse this game can be easily included into lessons and then become their hobby in free time.

Furthermore, this solution can affect some older people whose knowledge isn't very good.

They can benefit because they will get very usefull knowledge that can help them protect their most delicate information and save them from all Internet dangers in an interesting and fun way.

Students can also develop their interest for this area and it can encourage them to study this field (at the university or as hobby). That's how we can even increase  number of proffesionals in fields related to informatics which demand it due to their continous rapid spread.
	Context What is the problem you are facing What is the challenge that you are solving: We all know that nowadays there is  a big danger of internet thefts and frauds and with the development of AI the spectrum of problem is even more extended.

These problems can't be eradicated, but it's crucial for everyone to be aware of their existence and then know how to use Internet safetly. As individuals, we may not influence others and their malicious intentions, but we can protect ourselves and our loved ones. It might be challenging to compel people to learn, but it is much easier when they do it through entertainment, unconsciously instilling crucial knowledge essential for navigating life.

That's why is really important to educate people and make sure they are as careful as they can be.

The best way to do that is to learn childern from the young age since they have contact with Internet and it's dangers earlier and earlier but also introduce these problems to everyone who is not familiar with them.


	Impact What is the impact of your solution How do you measure it: This solution helps better understanding of cybersecurity concepts. It also increases awareness of Internet security, helps the spread of current AI topics and it is very possible to include it in schools systems and among less educated population.

We wolud measure it by user engagement, user retention, community growth, feedback, reviews and monetization metrics. We would also track the progression of users through different levels and monitoring how well users grasp and apply cybersecurity concepts which demonstrates the educational impact of the app.
	Describe it in a tweet Describe your solution in a short catchy way in maximum 280 characters: Embark on a cyber journey with SECURE4YOU! 
Our free and fun app, suitable for all ages, simulates exciting cyber-attacks, enhancing digital defense skills in a secure, virtual environment. Explore various scenarios, safeguard virtual assets and advance through levels of varying difficulty - no two are identical!Unleash your inner ethical hacker and elevate your cybersecurity expertise. Start the adventure now!
#CyberSecurity #TechEd #FreeApp

	fill_2: There are some similiar applications/solutions available but none of them combines learning while having fun.
For example:
Metasploit, WebGoat, Hackbar - some tools for help but there's no fun or learning.

Hacknet - simulates hacking but doesn't learn how to prevent it and can potentionally be used for bad causes.

Internet - all information are available but it's not fun and it's hard to encourage people to do that in free time.
	Transferability Can your solution be used in other contexts What parts of it can be applied to other context: Our project already covers a wide range of problems (safety on the Internet, AI generated images/videos recognization etc. )
Solution affects large group of people (pupils,students..) so there is no place for upgrade.
	Sustainability What is your plan for the implementation of the solution and how do you see it in the mid and long term: First step would be to include it in schools during some lessons but it colud also be possible to extend it even more through resurses we potentionally get.

We could create application alone but we sholud have some support for mentioned fields (maybe with help of some experts).

We would also extract the span of questions in case of new problems of Internet safety that constantly grow and increase beacuse of technological development.
	Team work Explain why you are the perfect team to develop this work and what are the competencies you all bring in so the solution is developed successfully How well did you work as a team Could you continue to work as a team in the future: Our team would be perfect to develop this work because we exactly know what we want and how we imagined our idea.

We cooperated well and everyone had their obligation ( some members worked on wix solution, some had presentations in front of the jury... )

We are friends, understand each other very well and we hope that we will continue to cooperate in the future.

Also, each of us successfully graduated bacchelor's degree in Mathematics at Faculty of Science in Split(Croatia) and currently are attending master's degree in Mathematics ( Statistics and Computer Science ).

During our studies we gained extenssive knowledge in fields such as app development, AI, machine learning, deep learning and related fields.
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