Describe it in a tweet

How would you describe your solution in a short catchy way with maximum 280
characters?

Dare to be a digital hero with Deepfake Detectives: a
video game that teaches you to spot deepfakes and

protect yourself from fraud while having fun. Learn, play,
and lead the fight against misinformation. Download now!
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Team name: Ignite 28 Innovativeness

What makes your solution different and original? Are there similar solutions or
approaches currently available or implemented by education sector practitioners?
If so, why and to what extent is your solution better?

What makes Deepfake Detectives unigue is its approach,
combining immersive storytelling and practical
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Solution description

What is the final product/service/tool/activity you're proposing? What are its
main elements, technologies and objectives? Could you please include a brief
implementation plan with some key overall milestones, resources required and
eventual barriers foreseen?

How could your solution be used to enhance digital education nowadays? How
could its success be measured?

Deepfake Detectives is an educational video game that
teaches users to identify and combat Al-driven
misinformation and fraud, like deepfakes. Featuring
image and video analysis in a pixel art, narrative format,
it’s built with Unity for an engaging experience that
promotes critical thinking and online safety.

Aimed at young users (15-25) and professionals (25-55),
the game blends education and fun. Milestones include
prototype development, testing, and partnerships with
educational organizations. Success is measured through
downloads, user retention, and knowledge assessments.
Unique for combining interactive storytelling with practical
cybersecurity skills, it transforms learning into an
engaging experience.

Video Link: https://shorturl.at/IKN;jl

Prototype Link: https://upcedupe-my.sharepoint.com/:

Target group

Who is/are the target group/s of your solution and how will they benefit from it?
Why is your solution relevant to them? how do you plan to engage these groups
so you fully meet their specific needs?

The primary audience includes young individuals aged
15-25, such as students and social media users, who are
at risk of misinformation, and professionals aged 25-55
who engage in digital transactions and are vulnerable to
fraud. Deepfake Detectives offers an interactive, fun way
to learn digital safety skills. Engagement is driven through
social media promotions, influencer partnerships, and
targeted ads. A landing page with an Al detection self-test
will help users assess their skills, raise awareness about
Al threats, and encourage game downloads, making
cybersecurity education accessible and engaging.

Link to Landing Guide:
https://docs.google.com/presentation/d/10tpX-0rigNnwmU
1iNnPQwj_nrLghkeR7-EjA GCYLHk/edit#slide=id.p

Context

What is the current or future problem you're trying to solve? How does your
solution align with DigiEduHack 2024 annual theme?

How does your solution confront the challenge posed by the hackathon
organiser and how does it address the challenge category?

Al-driven misinformation and fraud are growing threats,
with deepfake scams increasing rapidly. In Peru, 94
cases have been reported (infobae 2024), and losses are
expected to exceed $40 billion globally by 2027
(Berrucos P. 2024). Deepfake Detectives tackles this by
offering an engaging, interactive learning tool. With it's
focus on innovative digital education, it provides a more
effective alternative to traditional learning methods.

How will your solution catalyse changes in education and what impacts will it
have at social and environmental level? Could you provide examples or scenarios
illustrating how such changes and impacts might unfold?

The solution has the potential to catalyze change in
education by fostering greater awareness of digital
threats and improving security practices among the
population. For example, players could apply what they
learn to detect fraud in their daily lives, reducing the
impact of misinformation on a societal level. Additionally,
by promoting more critical and secure technology use,
the tool contributes to a safer digital environment.

cybersecurity practice. While other courses and tools may
be dull or costly, our game is accessible, interactive, and
keeps users engaged. More than a lesson; it's an
experience that turns learning into an adventure.

Transferability

Can your solution partly or fully be used in other education/learning contexts or
disciplines? Could you provide any example?

The structure and modules of Deepfake Detectives can be
applied in other educational contexts, such as school
workshops or corporate training courses. Imagine
adapting the game to teach other digital security topics or
even applying it to classes on ethics and technology.

Sustainability

Once you have a prototype, what are your plans for a further development,
implementation upscale and replication of the solution? How do you see it
working in the mid- and long term?

After the prototype, we plan to scale Deepfake Detectives
with new lessons, game modes, and advanced features
like multiplayer. Using a freemium model and ad support,
we aim to ensure sustainability and expand its reach.
Long-term, it could evolve into a versatile digital education
nlatform to meet the tech world’ s chanaina needs.

Team work

Present the members of your team.

Why are you the perfect team to develop this work and what are the
competencies you all bring in so the solution is developed successfully? What is
your expertise within the thematic field concerned? Are you planning to continue
working as a team in the future? If so, why?

We are a team of students with various backgrounds in
Al, either a software engineer or marketers with an
interest and some courses related to Al. Furthermore, this
work was created with a unique blend of our abilities and
knowledge, making us the perfect synergy. If this project
continues, we would absolutely love to continue working
together due to our synergy

European

Commission



	Title of the solution: Deepfake Detectives
	Challenge addressed: AI fraud, deepfakes and Misinformation
	Team name: Ignite 28
	Challenge category: Digital Citizenship: Skills and Knowledge for the Common Good
	Solution description: Deepfake Detectives is an educational video game that teaches users to identify and combat AI-driven misinformation and fraud, like deepfakes. Featuring image and video analysis in a pixel art, narrative format, it´s built with Unity for an engaging experience that promotes critical thinking and online safety.

Aimed at young users (15-25) and professionals (25-55), the game blends education and fun. Milestones include prototype development, testing, and partnerships with educational organizations. Success is measured through downloads, user retention, and knowledge assessments. Unique for combining interactive storytelling with practical cybersecurity skills, it transforms learning into an engaging experience.

Video Link: https://shorturl.at/IkNjl

Prototype Link: https://upcedupe-my.sharepoint.com/:f:/g/personal/u202110085_upc_edu_pe/EtSEglLi6fpPsjPlllXoY9EBS9O_4FyfVvWCtjjUvrj7RA?e=XJQfOF
	Target grop: The primary audience includes young individuals aged 15-25, such as students and social media users, who are at risk of misinformation, and professionals aged 25-55 who engage in digital transactions and are vulnerable to fraud. Deepfake Detectives offers an interactive, fun way to learn digital safety skills. Engagement is driven through social media promotions, influencer partnerships, and targeted ads. A landing page with an AI detection self-test will help users assess their skills, raise awareness about AI threats, and encourage game downloads, making cybersecurity education accessible and engaging.

Link to Landing Guide: https://docs.google.com/presentation/d/10tpX-0rIgNnwmU1jNnPQwj_nrLqhkeR7-EjA_GCYLHk/edit#slide=id.p
	Context: AI-driven misinformation and fraud are growing threats, with deepfake scams increasing rapidly. In Peru, 94 cases have been reported (infobae 2024), and losses are expected to exceed $40 billion globally by 2027 (Berrucos P. 2024). Deepfake Detectives tackles this by offering an engaging, interactive learning tool. With it's focus on innovative digital education, it provides a more effective alternative to traditional learning methods.
	Impact: The solution has the potential to catalyze change in education by fostering greater awareness of digital threats and improving security practices among the population. For example, players could apply what they learn to detect fraud in their daily lives, reducing the impact of misinformation on a societal level. Additionally, by promoting more critical and secure technology use, the tool contributes to a safer digital environment.


	Describe it in a tweet: Dare to be a digital hero with Deepfake Detectives: a video game that teaches you to spot deepfakes and protect yourself from fraud while having fun. Learn, play, and lead the fight against misinformation. Download now!
	Innovativeness: What makes Deepfake Detectives unique is its approach, combining immersive storytelling and practical cybersecurity practice. While other courses and tools may be dull or costly, our game is accessible, interactive, and keeps users engaged. More than a lesson; it's an experience that turns learning into an adventure.


	Transferability: The structure and modules of Deepfake Detectives can be applied in other educational contexts, such as school workshops or corporate training courses. Imagine adapting the game to teach other digital security topics or even applying it to classes on ethics and technology.


	Sustainability: After the prototype, we plan to scale Deepfake Detectives with new lessons, game modes, and advanced features like multiplayer. Using a freemium model and ad support, we aim to ensure sustainability and expand its reach. Long-term, it could evolve into a versatile digital education platform to meet the tech world’s changing needs.
	Team work: We are a team of students with various backgrounds in AI, either a software engineer or marketers with an interest and some courses related to AI. Furthermore, this work was created with a unique blend of our abilities and knowledge, making us the perfect synergy. If this project continues, we would absolutely love to continue working together due to our synergy
	Higher Education Students: Sí
	Researchers: Off
	Professionals: Off
	Teachers: Off
	Primary School Students: Off
	Secondary School Students: Off
	Others: Off
	Other background: 


