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Solution description

What is the final product/service/tool/activity you're proposing? What are its

main elements, technologies and objectives? Could you please include a brief

implementation plan with some key overall milestones, resources required and

eventual barriers foreseen?

How could your solution be used to enhance digital education nowadays? How

could its success be measured?
Our product is Pentest Arena, an interactive cybersecurity
learning platform where students train on real-like attack and
defense scenarios through modular “ rooms” with web,
OSINT, forensic and blue-team challenges. It uses
containerized environments, automated validation and a
teacher dashboard to streamline digital education.
Implementation includes building the core challenge engine,
adding room libraries, integrating progress tracking and
piloting with universities. Key milestones: prototype, content
library, LMS integration, pilot program, full rollout. Required
resources: development team, cloud infrastructure,
cybersecurity experts. Barriers may include content
maintenance and institutional adoption. The solution
enhances digital education by offering hands-on, gamified
practice and measurable skills development. Success can
be tracked by user progression, engagement metrics,
challenge completion rates and academic adoption.

Context

What is the current or future problem you're trying to solve? How does your

solution align with DigiEduHack 2025 annual theme?

How does your solution confront the challenge posed by the hackathon

organiser and how does it address the challenge category?
Our solution addresses the increasing skills gap in cybersecurity by
providing a practical training platform where users learn through real
attack/defence scenarios. Aligned with the DigiEduHack 2025 theme of “
Empowering Future-Ready Digital Competences,” it solves the lack of
accessible, hands-on cyber labs that schools and companies struggle to
implement. By offering browser-based vulnerable rooms, OSINT
challenges, and Blue/Red Team simulations, our platform directly confronts
the organiser’ s challenge category of improving digital education and
cybersecurity readiness. It equips learners with real practical skills, supports
institutions in modernising curricula, and enables corporations to train junior
specialists efficiently and safely.

Target group

Who is/are the target group/s of your solution and how will they benefit from it?
Why is your solution relevant to them? how do you plan to engage these groups
so you fully meet their specific needs?

Our solution targets **cybersecurity students, educators, and
corporations that train junior specialists**. They benefit from
a hands-on platform that provides realistic, gamified
cybersecurity rooms where users learn by solving real attack
and defense scenarios. This solution is relevant because
both universities and companies struggle to offer practical,
safe, and up-to-date cyber training without expensive
infrastructure. We will engage these groups by offering
ready-made labs aligned with academic curricula and
corporate onboarding needs, a teacher dashboard for
progress tracking, and customizable rooms so organizations
can adapt tasks to their own requirements.

How will your solution catalyse changes in education and what impacts will it

have at social and environmental level? Could you provide examples or scenarios

illustrating how such changes and impacts might unfold?
Our solution catalyses change in education by shifting
cybersecurity learning from passive theory to active,
scenario-based practice. It enables schools, universities, and
corporations to integrate hands-on training without costly
infrastructure, making high-quality cyber education
accessible to all. Socially, it helps build a more digitally
resilient population by preparing students and junior
professionals to detect, prevent, and respond to real cyber
threats. Environmentally, the fully browser-based model
eliminates the need for physical labs, hardware, and printed
materials. For example, a school can replace outdated
lectures with interactive cyber rooms, or a company can
rapidly train new specialists through safe
simulations—creating a more skilled, adaptable, and
security-aware society.

Describe it in a tweet

How would you describe your solution in a short catchy way with maximum 280
characters?

A browser-based cybersecurity training arena where learners
practice real attacks, defence, OSINT, and forensics in safe
virtual rooms. We turn complex cyber skills into hands-on
learning for students, schools, and companies—preparing
future-ready cyber talent.

Innovativeness

What makes your solution different and original? Are there similar solutions or
approaches currently available or implemented by education sector practitioners?

If so, why and to what extent is your solution better?
Most cybersecurity tools focus on theory or difficult-to-deploy labs, but our solution stands out by
offering browser-based, modular cyber rooms that combine Red Team, Blue Team and OSINT
challenges in one unified platform. Unlike existing simulators, we provide story-driven,
curriculum-ready rooms, instant assessment for teachers, and corporate-level training flows for junior
specialists. This makes our solution both original and more practical: it removes the need for complex
infrastructure, scales effortlessly, adapts to different skill levels, and bridges the gap between
academic learning and real industry practice.

Transferability

Can your solution partly or fully be used in other education/learning contexts or

disciplines? Could you provide any example?
Yes. Our platform is modular and adaptable, so it can be used beyond
cybersecurity in any discipline that benefits from scenario-based or
challenge-based learning. For example, OSINT tasks can support journalism
or digital investigations, while incident-response simulations can be applied
in crisis-management or IT operations training. The same “ interactive
room” model can also be reused for teaching programming fundamentals,
data analysis, or ethical decision-making by replacing the challenge content
while keeping the learning mechanics identical.

Sustainability

Once you have a prototype, what are your plans for a further development,
implementation upscale and replication of the solution? How do you see it

working in the mid- and long term?
Our solution can be scaled across universities, corporate academies, and national upskilling
programs. After developing the prototype, we plan to expand the platform with more cybersecurity
modules, Al-driven adaptive training paths, and admin dashboards for institutions. Mid-term, we aim to
integrate with LMS systems and offer certification tracks for workforce development. Long-term, the
platform will evolve into a standards-aligned cybersecurity learning ecosystem used across Europe to
train students, employees, and career-switchers, ensuring consistent, practical competence building in
a rapidly changing digital landscape.

Team work

Present the members of your team.

Why are you the perfect team to develop this work and what are the
competencies you all bring in so the solution is developed successfully? What is
your expertise within the thematic field concerned? Are you planning to continue

working as a team in the future? If so, why?
Our team combines strong technical, educational, and project-driven experience. We include
cybersecurity practitioners, software engineers, and digital education specialists who have worked with
real pentesting tools, CTF platforms, and academic training programs. Each member contributes
expertise in Red/Blue Team practices, instructional design, and scalable software development,
ensuring our solution is technically sound and pedagogically effective. We have previously
collaborated on cyber-education and innovation initiatives, and we plan to continue working together to
develop and expand this platform because our skills complement each other and we share a unified
mission to modernise digital security training.
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